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Laser und Quantenoptik

Fangen und Kühlen von neutralem Quecksilber 
(Photo-Assoziation, EPR Experiment)

Lasing without Inversion 
(Zusammenarbeit mit Gruppe R. Walser)

Quantenschlüsselaustausch 
(SFB CROSSING, Sprecher: M. Fischlin) 

(Deutsche Telekom)
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Laserspektroskopie und -entwicklung

3.2. Die Puffergaszelle

Abbildung 3.2.: 3D - Zeichnung der Puffergaszelle mit Unterteilung in die einzelnen Sektionen. Zwi-
schen der optischen und den CF-200 Sektionen ist jeweils ein Isolator zur elektrischen
Trennung der einzelnen Komponenten installiert.

41

Resonanzionisationsspektroskopie an 
schweren Elementen (mit M. Block, GSI)

Lasersysteme zum Kühlen von 
relativistischen Ionenstrahlen 
(mit D. Winters, M. Bussmann, GSI)
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Triplettsolvatationsdynamik 
(mit Th. Blochowicz)

Laser und Quantenoptik
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Angewandte Projekte

5

Brillouin-LIDAR

Temperature Indicator 
Spontaneous Brillouin Scattering
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Die Klammer: Laserentwicklung
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Auswahl von 2 Projekten
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Quantenschlüsselaustausch 
(SFB CROSSING, Sprecher: M. Fischlin) 

(Deutsche Telekom)

Lasersysteme zum Kühlen von 
relativistischen Ionenstrahlen 
(mit D. Winters, M. Bussmann, GSI)
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Kühlung von Ionenstrahlen in Beschleunigeranlagen
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Kühlung von Ionenstrahlen in Beschleunigeranlagen
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Prinzip von Kühlung der Ionenstrahlen in Beschleunigeranlagen
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λcoll =
λIon

γ(1 + β)

- Scalable to high intensities and high energies γ → SIS100


- Requires addressable fast transitions (e.g. E1)


- Compact design

E

G

λa.coll =
λIon

γ(1 − β)

v = βc

λIon ≈ 155 nm

λa.coll ≈ 257 nmλcoll ≈ 93 nm

Use RF-bunching 
as counteracting 

force 12C3+ → β ≈ 0.47
γ ≈ 1.13

ESR (2021):

λfluo
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Kühlung von Ionenstrahlen in Beschleunigeranlagen
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Kühlung von Ionenstrahlen in Beschleunigeranlagen
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Kühlung von Ionenstrahlen in Beschleunigeranlagen
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N

v λ

I

ion velocity 
distribution

cw laser 
[TUDa]

Bucket acceptance

ESR 2012 (cw laser)

T. Beck, „Lasersystem zur Kühlung relativistischer 
C3+-Ionenstrahlen in Speicherringen“, Dissertation, 
2015
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Kühlung von Ionenstrahlen in Beschleunigeranlagen
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width of laser force: σlaser ∝
1

τpulse

lowest attainable 
momentum 
spread:

Δp
p

∝ σlaser

=> All three laser systems together combine the advantages of low final ion 
momentum spreads and a wide range of addressable ion velocities

N I
long pulse 

laser [TUDa]

short pulse 
laser [HZDR]

v λ

Bucket acceptance

ion velocity 
distribution

cw laser 
[TUDa]

timing, alignment and relative frequency position crucial
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Vergangene C3+ Strahlexperimente am ESR
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Prototyp: 
cw Laser System
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ECDL seed 
@ 1028 nm

stabilized ECDL 2 
@ 1028 nm

cw fiber 
amplifier stage

scannable 
frequency offset 

lock

Second Harmonic 
Generation (514 nm) 

LBO crystal

Fourth Harmonic 
Generation (257 nm) 

BBO crystal

SIS100

- External cavity diode laser (ECDL) as seed laser @ 
1028 nm

- Mode hop free scanning over 20 GHz (50 Hz 
scan rate) @ 257 nm due to frequency offset 
stabilization 

- TDR goal: 100 GHz (200 Hz scan rate)

- Bow-tie cavity employing LBO crystal  for 
conversion to 514 nm

- Conversion to 257 nm with novel elliptical bow-
tie cavity to reduce degradation effects in BBO
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cw Laser - Ergebnisse
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cw Laser - Ergebnisse
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- IR achieved power up to 
30 W @ 1028 nm

- Green achieved power up to 
14.9 W @ 514 nm

- UV achieved power up to 
>2 W @ 257 nm
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Prototyp: 
Langpuls-Laser System
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DFB seed laser 
@ 1028 nm

cw fiber 
amplifier stage

ModBox 
AOM & 2 EOMs 

Repetition rate 1 - 10 MHz

Pulse duration 50 - 735 ps

1. pulsed fiber 
amplifier

2. pulsed fiber amplifier 
(photonic crystal fiber)

Second 
Harmonic 

Generation 
(514 nm) 

LBO crystal

Fourth 
Harmonic 

Generation 
(257 nm) 

BBO crystal

Wavelength- 
meter

SIS100

3. pulsed fiber amplifier 
(photonic crystal fiber)

Tunable distributed feedback laser (DFB) 
as seed laser @ 1028 nm

Forming of transform limited pulses with 
1-10 MHz repetition rate and 50-735 ps 
pulse duration

Multi-stage pulsed fiber amplifiers to 
generate up to 60 W average IR 
power

Two single pass stages to generate 
514 nm and 257 nm
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Pulslaser (TUDa) - Ergebnisse
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10 MHz Repetition Rate

Pulse duration Average power 
(514 nm)

Average power 
(257 nm)

735 ps 17.1 W 0.7 W
240 ps 30.6 W 2.5 W
115 ps 34.3 W 4.1 W
50 ps 30.4 W 2.1 W

- Seed laser tunable in the range 1028 - 1031 nm via 
temperature scan (sine scan) or current scan (arbitrary 
scan functions)

- Synchronization between laser pulses and ion bunches 
was demonstrated (ESR 2021)
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Heavy-Ion Synchrotron SIS100
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Picture: GSI Helmholtzzentrum für Schwerionenforschung, D. Fehrenz

Ions
cw + pulsed 

lasers

XUV & X-ray 
fluorescence

GSI
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Quanteninformations- 
verarbeitung

Quanteninformation: Quantenkryptografie

22

Quantenschlüsselverteilung

Bestandteile: Superposition, Verschränkung, Interferenz und No Cloning

Quantencomputer

?

Relativitätstheorie und Quantentheorie sind die beiden großen theo-

retischen Gebäude der Physik des 20. Jahrhunderts. Während die Re-

lativitätstheorie trotz all ihrer revolutionären Betrachtungsweisen, vor

allem was die Struktur von Raum und Zeit anbelangt, als eine Krönung

der klassischen Physik des 19. Jahrhunderts angesehen werden kann,

vollzieht die Quantentheorie einen radikalen Bruch mit zahlreichen,

aus dem Alltag wohlvertrauten

Konzepten der klassischen Physik,

die auch der Relativitätstheo-

rie zugrunde liegen. Dies

betrifft vor allem das Rea-

litätskonzept und das Loka-

litätsprinzip, nach dem physikali-

sche Wirkungen lokal beschränkt

sind und sich nicht schneller als

mit der Lichtgeschwindigkeit des

Vakuums ausbreiten können. Die

aus den quantentheoretischen

Umwälzungen resultierenden

Probleme haben die Physiker

immer wieder beschäftigt und

fasziniert. Einen Durchbruch in

der quantitativen Erfassung des

Unterschiedes zwischen klassi-

scher Physik und Quantentheorie

stellen die 1964 von John Bell [1]

entdeckten Ungleichungen dar,

denen statistische Korrelationen

im Rahmen einer lokalen, klas-

sischen Theorie unterliegen und

die durch die Quantentheorie 

verletzt werden können.

In der ausgehenden Dekade des

20. Jahrhunderts hat sich ein sig-

nifikanter Wandel in der Einstel-

lung der Physiker zu den Grund-

lagen der Quantentheorie vollzogen.

Anstatt sich über Unterschiede

zur klassischen Physik, auf deren

Gesetzen ein Großteil unserer

heutigen Technologie basiert, zu

wundern, ging man dazu über,

charakteristische Quantenphäno-

mene gezielt für praktische Zwecke

auszunützen [2]. Diese Entwick-

lungen stellen daher erste Schritte

hin zu einer neuen Quantentech-

nologie dar. Begünstigt wurde

diese Entwicklung vor allem auch

durch rasante Fortschritte in der

Experimentalphysik [3], die es

heute z.B. ermöglichen, einzelne

Atome oder Ionen in Fallen zu

speichern und deren Quanten-

zustände zu manipulieren oder

Quantenphänomene von Licht-

teilchen, also Photonen, über

makroskopische Distanzen von

einigen Kilometern zu kontrollie-

ren. Zwei Entwicklungen dieser

derzeit so rasch fortschreitenden

Physik der Quanteninformations-

verarbeitung sind dabei beson-

ders hervorzuheben, nämlich der

Quantencomputer [4] und die

Quantenkryptografie [5]. 

In den 80er Jahren überlegte

der amerikanische Physiker Feyn-

man, ob es möglich sei, Quanten-

systeme mit herkömmlichen Com-

putern zu simulieren. Er gelangte

schnell zur Überzeugung, dass

dies unmöglich sei. Er schloss

allerdings, dass ein Quantencom-

puter [2,5] – also ein Rechner,

basierend auf den Grundprinzipi-

en der Quantentheorie – , dazu in

der Lage sein müsste. Die Idee

des Quantencomputers war gebo-

ren. Wie in der Folgezeit For-

scher wie zum Beispiel P. Shor

[6], zeigten, kann der Quanten-

computer jedoch weitaus mehr.

Die Grundprinzipien der Quan-

tentheorie erlauben es, Rechen-

prozesse in einer Art und Weise

zu parallelisieren, wie es mit her-

Quanteninformationsverarbeitung 
– Prüfstein für IT-Sicherheit
PROF. DR. GERNOT ALBER, PROF. DR. THOMAS WALTHER

44 t h e m a FORSCHUNG 1/2004

suggested by Feynman in the 80s 
Threat to “classical” cryptography
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Quantum Key Distribution

23

N. Gisin, G. Ribordy, W. Tittel and H. Zbinden, Rev. Mod. Phys 74 (2002) 145

Alice Bob

Quantum 
Channel

Kryptographie 
	 asymmetrischer Schlüssel (RSA) 
	 symmetrischer Schlüssel

BobAlice
Informationstheoretisch sicher 
Vernam One-Time-Pad	  
	 zufällig 
	 einmalige Verwendung 
	 Länge wie Botschaft Sicherheitsbeweise existieren für die meisten Protokolle

Problem: Verteilung des Schlüssels (QKD)
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Quantenkryptografie: Einmal-Schlüssel

(1) Austausch der Schlüssel

Quantenkanal

(2) Übertragung der Nachricht

Eve

No-Cloning Theorem 

24
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Progress in Fast Forward

25

Protocols 
BB84 
Ekert91 (entanglement) 
BBM92 (entanglement) 
COW 
Decoy 
… 

Sources 
cw 
Single Photons 
SPDC 
Weak coherent pulses 
… 

Detectors 
PMT 
APD 
SC-nanowire 
… 

Medium 
Air 
Optical Fiber

Missing: Quantum repeater  ⇒ trusted nodes (for large distances)
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BB84-Protokoll

26

CRYPTOGRAPHY: PUBLIC KEY DISTRIBUTION AND COIN TOSS:NG 

Charles H. Bennett (IBM Research, Yorktown Heights NY 10598 USA) 
Gilles Brassard (dept. IRO, Univ. de Montreal, H3C 3J7 Canada) 

When elementary quantum systems, such as polarized 
photons, are used to transmit digital information, 
the uncertainty principle gives rise to novel cryp-
tographic phenomena unachieveable with traditional 
transmission media, e.g. a communications channel on 
which it is impossible in principle to eavesdrop 
without a high probability of disturbing the trans-
mission in such a way as to be detected. Such a 
quantum channel can be used in conjunction with or-
dinary classical channels to distribute 
random key information between two users with the 
assurance that it remains unknown to anyone else, 
even when the users share no secret information ini-
tially. We also present a protocol for coin-tossing 
by exchange of quantum messages, which is secure 
against traditional kinds of cheating, even by an 
opponent with unlimited computing power, but ironi-
cally can be subverted by use of a still sabtler 
qaantum phenomemon, the Einstein-Podolsky-Rosen par-
adox. 

I. Introduction 

Conventional cryptosystems such as DJIGMA, 
DES, or even RSA, are based on a mixture of gaess-
work and mathematics. Information theory shows that 
traditional secret-key cryptosystems car.not be to-
tally secare unless the key, used once only, is at 
least as long as the cleartext. On the other hand, 
the theory of computational complexity is not yet 
well enough :mderstood to prove the comp·.itational 
security of public-key cryptosystems. 

In this paper we use a radically different 
foundation for cryptography, viz. the uncertainty 
principle of quantum physics. In conventional in-
formation theory and cryptography, it is taken for 
granted that digital comm·.inications in principle can 
always be passively monitored or copied, even by 
someone ignorant of their meaning. However, when 
information is encoded in non-orthogonal qaantum 
states, such as single photons with polarization 
directions O, 45, 90, and 135 degrees, one obtains a 
comm·.inications channel whose transmissions in prin-
ciple cannot be read or copied reliably by an eaves-
dropper ignorant of certain key information used in 
forming the transmission. The eavesdropper cannot 
even gain partial information about s·.ich a transmis-
sion without altering it a random and uncontrollable 
way likely to be detected by the channel's legiti-
mate users. 

Quantum coding was first described in [W], 
along with two applications: making money that is in 

•principle impossible to counterfeit, and multiplex-
ing two or three messages in such a way that reading 
one destroys the others. More recently 
quantum coding has been used in conjunction with 
public key cryptographic techniq-.ies to yield several 
schemes for unforgeable subway tokens. Here we show 
that quantum coding by itself achieves one of the 
main advantages of public key cryptography by per-
mitting secure distribution of random key informa-
tion between parties who share no secret information 
initially, provided the parties have access, besides 
the quantum channel, to an ordinary channel suscep-
tible to passive but not active eavesdropping. Even 
in the presence of active eavesdropping, the two 
parties can still distrib·..ite key securely if they 
share some secret information initially, provided 
the eavesdropping is not so active as to suppress 
comm-.inications completely. We also present a proto-
col for coin tossing by exchange of quantum mes-
sages. Except where otherwise noted the protocols 
are provably secure even against an opponent with 
superior technology and unlimited comp.iting power, 
barring fundamental violations of accepted physical 
laws. 

Offsetting these advantages is the practical 
disadvantage that quantum transmissions are neces-
sarily very weak and cannot be amplified in transit. 
Moreover, quantum cryptography does not provice di-
gital signatures, or applications such as certified 
mail or the ability to settle disputes before a 
judge. 

II. Essential Properties of Polarized Photons 

Polarized light can be produced by sending an 
ordinary light beam thro·.igh a polarizing apparat·.is 
such as a Polaroid filter or calcite crystal; the 
beam's polarization axis is determined by the orien-
tation of the polarizing apparatus in which the beam 
originates. Generating single polarized photons is 
also possible, in principle by picking them out of a 
polarized beam, and in practice by a variation of an 
experiment [AGR] of Aspect, et. al. 

Although polarization is a contin'-locis varia-
ble, the uncertainty principle forbids measurements 
on any single photon from revealing more than one 
bit about its polarization. For example, if a light 
beam with polarization axis a is sent into a filter 
oriented at angle {J, the individual photons behave 
dichotomo".Jsly and probabilistically, being transmit-
ted with probability and absorbed with the 

complementary probability The photons 
behave deterministically only when the two axes are 

International Conference on Computers, Systems & Signal Processing Bangalore, India December 10-12, 1984 
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Systems & Signal Processing Bangalore, India December 10-12, 1984 

4 Quantenzustände  (Polarisation)

• Einzelphotonen 
• Zufällige Polarization  
• No-Cloning

• „Sifting“ 
•  Security by Sifting

M O

0 1 0 1



Feb 2024 Thomas Walther  Laser and Quantum Optics Institute for Applied Physics TU Darmstadt

BB84-Protocol

27

AliceBob

0 1 0 1

Kodierung:

Alice 0 0 1 1 0 0 1 0 0 1 0 0 0 1

Bobs Messung + x + x + x + + x x + + x +

Bobs Ergebnis 0 0 1 0 0 0 1 1 0 1 0 1 0 1

Vergleich ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

Rohschlüssel 0 0 - - 0 - 1 - 0 1 0 - - 1

Fehlerkorrektur und Privatsphärenverstärkung
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Quantenschlüsselverteilung @ TU Darmstadt
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Schlüsselaustausch in der “echten” Welt

“Quantenhub”: Demonstration eines QKD-Netzwerks

Ψ

Ein Quantum Licht - Q trifft Albert Einstein

Sabine Euler

Ein Quantum Licht - Q trifft Albert Einstein

Sabine Euler

Ein Quantum Licht - Q trifft Albert Einstein

Sabine Euler

Ein Quantum Licht - Q trifft Albert Einstein

Sabine Euler
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Setup: Entangled Photons with Timebin-Entanglement

29

E. Fitzke et al., PRX Quantum 3 (2022) 020341

related approaches using polarisation 
entanglement: 
S. Wengerowsky, S.K. Joshi, F. Steinlechner, H. 
Hübel and R. Ursin, Nature 564 (2018) 225  
E.Y Zhu, C. Corbari, A. Gladyshev, P.G. Kazansky, 
H-K. Lo and L. Qian, JOSA B 36 (2019) B1 

Advantage: 

independent from environmental 

influences on fiber link 

3
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FIG. 1. (a) Scheme for time-bin entanglement quantum key distribution. PLS: Pulsed laser source, BS: 50:50 beam splitter, PPP: Photon
pair production, DET: Single-photon detector. The symbols f , a and b indicate the phase delay of the interferometers. (b) Arrival time
histogram at one of the detectors. Depending on the combination of long and short paths taken in the pump and receiver interferometers, the
photons arrive in one of three time bins. Clicks in the satellite and central peaks yield detections in the time basis and phase basis, respectively.
(c) Different configurations of a 4-participant star-shaped network. Pairwise communication between participants marked in the same color is
possible for all combinations of Alice, Bob, Charlie and Diana. Pairs marked with different colors can exchange keys simultaneously.
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FIG. 2. (a) Setup for time-bin entanglement quantum key distribution
with four participants. AM: Amplitude modulator, EDFA: Erbium-
doped fiber amplifier, CIR: Circulator, IF: Interferometer, SHG: Sec-
ond harmonic generation, SPDC: Spontaneous parametric down-
conversion, AWG: Arrayed waveguide grating, DET: Single-photon
detector (b) Setup of the interferometers. BS: 50:50 beam split-
ter, FRM: Faraday rotator mirror. All interferometers are placed in
temperature-stabilized boxes.

crystal (NTT Electronics) converts the wavelength to 775 nm
via second harmonic generation (SHG). Several meters of
tightly wound single-mode fiber are used to filter out remain-
ing light around 1550 nm. A second PPLN crystal of the same
type is used to generate energy-time entangled photon pairs in
a type-0 SPDC process [42, 43]. The SPDC frequency spec-
trum is symmetric around the center frequency with approxi-
mately 9.3 THz (75 nm) FWHM. High-pass filters remove the
remaining 775 nm-light.

After passing a C-band filter transmitting all photons within
a range of ±2.55 THz around our center frequency, the pho-
tons are distributed to the receivers by a standard telecommu-
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FIG. 3. Histogram of detected events at one of Charlie’s detectors
with time bins marked in orange and red. Events located in time bins
of the same color originate from the same pump pulse. Even though
the time separation between the outer time bins is larger than the
repetition time of 4.55 ns (corresponding to 219.78 MHz), there is no
overlap between time bins due to interleaving. The data was acquired
during a 90 second long measurement over 10.55 km of fiber.

nication AWG with 100 GHz channel spacing. The C-band
filter removes unwanted photons that originate from adjacent
diffraction orders of the AWG. In order to set up a key ex-
change between a pair of participants, their fibers are con-
nected to a pair of AWG channels that is symmetric around the
center frequency and within the C-band filter’s pass band. The
number of available channels is limited by the lowest channel
number of our AWG, which is C17. Therefore, 17 symmet-
ric pairs of 100-GHz channels from C17 to C50 are available
for key exchange resulting in 34 possible participants in the
network.
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FIG. 2. (a) Setup for time-bin entanglement quantum key distribution
with four participants. AM: Amplitude modulator, EDFA: Erbium-
doped fiber amplifier, CIR: Circulator, IF: Interferometer, SHG: Sec-
ond harmonic generation, SPDC: Spontaneous parametric down-
conversion, AWG: Arrayed waveguide grating, DET: Single-photon
detector (b) Setup of the interferometers. BS: 50:50 beam split-
ter, FRM: Faraday rotator mirror. All interferometers are placed in
temperature-stabilized boxes.

crystal (NTT Electronics) converts the wavelength to 775 nm
via second harmonic generation (SHG). Several meters of
tightly wound single-mode fiber are used to filter out remain-
ing light around 1550 nm. A second PPLN crystal of the same
type is used to generate energy-time entangled photon pairs in
a type-0 SPDC process [42, 43]. The SPDC frequency spec-
trum is symmetric around the center frequency with approxi-
mately 9.3 THz (75 nm) FWHM. High-pass filters remove the
remaining 775 nm-light.

After passing a C-band filter transmitting all photons within
a range of ±2.55 THz around our center frequency, the pho-
tons are distributed to the receivers by a standard telecommu-
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FIG. 3. Histogram of detected events at one of Charlie’s detectors
with time bins marked in orange and red. Events located in time bins
of the same color originate from the same pump pulse. Even though
the time separation between the outer time bins is larger than the
repetition time of 4.55 ns (corresponding to 219.78 MHz), there is no
overlap between time bins due to interleaving. The data was acquired
during a 90 second long measurement over 10.55 km of fiber.

nication AWG with 100 GHz channel spacing. The C-band
filter removes unwanted photons that originate from adjacent
diffraction orders of the AWG. In order to set up a key ex-
change between a pair of participants, their fibers are con-
nected to a pair of AWG channels that is symmetric around the
center frequency and within the C-band filter’s pass band. The
number of available channels is limited by the lowest channel
number of our AWG, which is C17. Therefore, 17 symmet-
ric pairs of 100-GHz channels from C17 to C50 are available
for key exchange resulting in 34 possible participants in the
network.
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Figure 2. (a) Setup for time-bin entanglement quantum key distribution
with four participants. AM: Amplitude modulator, EDFA: Erbium-doped fiber
amplifier, CIR: Circulator, IF: Interferometer, SHG: Second harmonic generation,
SPDC: Spontaneous parametric down-conversion, AWG: Arrayed waveguide grating,
DET: Single-photon detector (b) Setup of the interferometers. BS: 50:50 beam splitter,
FRM: Faraday rotator mirror. All interferometers are placed in temperature-stabilized
boxes. (c) Histogram of detected events at one of Charlie’s detectors with time bins
marked in orange and red. Events located in time bins of the same color originate
from the same pump pulse. Even though the time separation between the outer time
bins is larger than the repetition time of 4.55ns (corresponding to 219.78MHz), there
is no overlap between time bins due to interleaving. The data was acquired during a
90 second long measurement over 10.55km of fiber.

grating (AWG) for wavelength-division demultiplexing to a photon pair source to realize

this network structure.

In contrast to the idealized setup shown in figure 1(a), we use Michelson

interferometers with Faraday mirrors instead of Mach-Zehnder interferometers in order
to remove the polarization dependence from our setup (cf. figure 2(b)) [39, 40, 41].

Therefore, our setup does not require polarization stabilization. We set up four identical

receiver modules for the four participants Alice, Bob, Charlie and Diana to demonstrate

simultaneous pairwise key exchange. The receiver modules are connected to the AWG

via fiber spools of single-mode fiber with an attenuation of around 0.22 dB km−1 typical

for field deployed optical fibers. The all-fiber design makes our setup compact and
robust.

As pointed ut earlier, phase stability of the interferometers is critical. Our

phase stabilization is based on the precise temperature control of the interferometer

temperatures. Due to the high temperature stability of approximately 0.5mK, the

phase adjustment can be solely based on the estimated quantum bit error rate (QBER).

In the following, we will briefly discuss the experimental details.

3.1. Photon Source

Photon pairs are created via a multi-stage process. The primary light source is

a continuous-wave laser (model Clarity, Wavelength References) frequency locked
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Figure 3. (a) A simultaneous key exchange for Alice/Diana (red) and Charlie/Bob
(black) without fiber spools and with µ below 1× 10−3 demonstrating low quantum
bit error rates (QBER). ∆T denotes the temperature adjustments made at Alice’s
and Bob’s receiver to minimize the error rate. Each data point was obtained from
one run of 90 s. The average QBER was 0.24% for Alice/Diana and 0.41% for
Charlie/Bob. (b) Estimated secure key rates and QBER for simultaneous key exchange
over fiber spools with a total length of 47.55km for Alice/Diana (red) and 60.55km for
Charlie/Bob (black). ∆T denotes the temperature adjustments made at Alice’s and
Bob’s receiver interferometers. Each data point represents one 90 second long run.

to assess the achievable quality of the correlations in the phase basis, measurements

with an average SHG power of 0.75 μW were performed without additional fiber
spools between the source and the receiver. Figure 3(a) shows an one-hour long key

exchange for such low values of µ. An average QBER of 0.24% was reached for

Alice/Diana and of 0.41% for Charlie/Bob. The QBER for Charlie/Bob shows maxima

around 28 minutes and 55 minutes which were caused by phase drifts in the respective

interferometers during the measurement. However, the automatic phase calibration

compensated for the drift and the QBER quickly returned to lower values. Since the
QBER is a symmetric error function yielding no information regarding the direction

of the phase drift, the algorithm occasionally adjusts the temperature in the wrong

direction, as seen for the peak at 28 minutes. However, this was quickly recognized

and corrected. Between 30 minutes and 50 minutes, no temperature adjustments were

necessary for either party. Key exchange between Alice/Diana did not require any

temperature adjustments for more than 50 minutes. The very low error rates show that
the losses and time delays in the arms of our interferometers are well matched.

The reliability of our phase stabilization algorithm was estimated in a long-term

measurement over several hours of continuous operation. For these measurements,

the average number of photons per pulse µ created in the frequency range of one

channel pair was increased to be in the range of 0.03 corresponding to an average SHG

Alice/Diana (red) + Bob/Charlie (black)

Time-Bin Entanglement Protokoll 

Schlüsselraten begrenzt durch Detektoren (Effizienz und Totzeit) 

QBER zur Phasenstabilisierung  (Interferometer)

A scalable network for simultaneous pairwise quantum key distribution 10

(a) (b)

0 50 100
Raw key rate in bit/s

A/D 47.55 km

B/D 70.65 km

A/C 37.45 km

C/D 31.20 km

A/B 76.90 km

0 2
QBER in %

0

2

4

0 5 10
Distance from center frequency in 100 GHz

0

20

40

R
aw

 k
e
y

ra
te

 i
n
 b

it/
s

15

Q
B
E
R
 i
n
 %

150

4

Figure 4. (a) Quantum bit error rate (QBER) and raw key rate for key exchange
between Charlie and Bob over 60.55km of fiber for different AWG channel pairs
symmetric around our center frequency. Each data point was averaged over
8 consecutive 90 second runs. The error bars represent the standard deviation of
the results for each channel. (b) QBER (orange) and raw key rates (red) for all
combinations of the four participants Alice, Bob, Charlie and Diana (A,B,C,D) over
different fiber lengths. Fiber spools were assigned as shown in figure 2(a). The data
was obtained during three 20 run measurements (A/B C/D; A/C B/D; A/D B/C) via
simultaneous pairwise key exchange. The error bars represent the standard deviation
of the results for each combination.

the low standard deviation of the secure key rates. Our results are a considerable

improvement over the stability achieved recently by a comparable multi-user network

using polarization entanglement [15], despite much longer transmission distances in our

network. We attribute this increased stability to the fact that our protocol is insensitive

to environmental effects impairing the polarization stability of the transmission fiber.

For the same reason, we expect that our system, when used in the field with deployed
fiber can achieve a stability that is comparable to the performance demonstrated with

fiber spools. This will enable QKD even in challenging environmental conditions, such

as transmission via aerial fiber or through densely populated urban areas.

Furthermore, the 17 channel pairs we used here only span a frequency range

of 3.4THz. If the full width of our C-band filter were used, QKD would be possible

for ITU channels 8 to 59. Thus, up to 102 participants could be connected to our
photon source for simultaneous pairwise key exchange with a suitable 50GHz AWG. Of

course, pairwise communication is only one application scenario for multi-user networks.

Approaches based on wavelength- and time-division multiplexing are compatible with

our setup. Wavelength-division multiplexing schemes as presented in [20, 15] could

be used to implement fully-connected networks with our setup, since they also use

type-0 SPDC photon sources. Moreover, in combination with active or passive time
multiplexing, networks with participant grouped in fully connected sub-networks can

be realized [45, 38]. An alternative to such schemes with a fixed channel allocation is

Kombinationen und Distanzen 
QBER (orange), Rohschlüsselrate 

(red)
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Griesheim Darmstadt

FIG. 8. Deployed standard single mode dark fiber link of Deutsche
Telekom for the field test. The link consists of a looped fiber running
from the Deutsche Telekom facility in Darmstadt to Griesheim and a
parallel fiber running back to Darmstadt. The fiber length is 26.8 km
with a total loss of 6.7 dB. (Google Maps 2021 ©)

tronically. It would allow to define which parts of the spec-
trum are routed to which users, enabling routing and alloca-
tion of bandwidth tailored to the participant’s key demands
and enabling dynamic adaption when the demands change
over time. In order to show that our system can readily be
used with a WSS, we replaced the AWG by a WSS for the
field test.

B. Synchronization by clock recovery

Another challenge is the synchronization of the clocks of
the photon source and the receiver modules when they are
located at distant locations. A variety of approaches exist
to achieve synchronization between distant QKD modules.
For example, synchronization can be achieved via a dedi-
cated synchronization channel. Such a channel can be im-
plemented by employing a separate fiber or by wavelength- or
time-multiplexing of synchronization signals with the photons
used for QKD in the same fiber [56–60]. Another approach is
to rely on stable local clocks and linking them to an external
time reference such as GPS [61–63]. However, this makes the
system prone to Denial-of-Service attacks by an attacker who
has access to the reference signal. All of these approaches
have the disadvantage that they require additional resources
such as a dedicated classical channel or hardware such as GPS
clocks, complicate the setup or reduce the achievable key rate
by using time slots that can therefore not be used for qubit
exchange.

An alternative is to perform clock recovery on the photon
arrival times [64–67]. Clock synchronization between two
distant stations receiving entangled photons has been demon-
strated by evaluating the cross-correlation of detections [68,
69]. Clock recovery based on the arrival times of non-
entangled photons was implemented and named Qubit4Sync
in ref. 64 and applied in a QKD system in ref. 65. Frequency
recovery from photon arrival times for satellites was investi-
gated in ref. 67.

In our system, the time-bin based BBM92 protocol leads to
an arrival time distribution of the photons with the periodicity
of the photon source repetition time (cf. Fig. 3). By analyzing
the photon arrival times, the clock speed of the source can be
retrieved. This approach requires neither additional hardware
nor sacrificing additional qubits for synchronization purposes.

In order to demonstrate QKD with clock recovery, we set
up a separate time tagger for each participant. The time tag-
ger of Diana provides a 10 MHz clock signal to the photon
source so that the clock stability of the source is essentially
that of Diana’s time tagger. The time taggers of Alice, Bob
and Charlie are not connected to any reference clock. For
synchronization between the participants we performed clock
recovery on the time stamps with a self-developed algorithm.
The clock recovery for the participant is completely indepen-
dent of each other and no further data exchange between the
participants is required. Note that employing clock recovery
also lifts the requirement from section III C that the propaga-
tion delay drift due to thermal expansion of the link fiber must
be less than 2.2 ns per run. Drifts of the propagation delay are
compensated along with clock drifts.

The reliability of the clock recovery depends on the in-
trinsic stability of the clocks of the receiver and the pho-
ton source. Clearly, recovering the clock reliably becomes
more challenging for less stable clocks and smaller photon
arrival rates. Consequently, clock recovery is most challeng-
ing for Bob because his transmission link is the longest. Due
to the high losses, Bob only received a mean photon rate of
around 9700 cps. For such low count rates, the clock recov-
ery algorithm occasionally slips by one or multiple time bins
and a sudden increase in the time basis QBER is the conse-
quence. Such an event is automatically detected by our al-
gorithm and the time reference is then recalibrated by cross-
correlation analysis of the current run to re-establish synchro-
nization as it was described in section III C for the initial de-
termination of the time reference t0. A detailed discussion of
our clock recovery algorithm is beyond the scope of this paper
and will be presented elsewhere.

For our synchronization scheme it is neither necessary to
stop data acquisition nor are additional components required.
Thus, by combining clock recovery and the reference agree-
ment on t0 by the initial cross-correlation, the system can be
operated without an additional high-accuracy timing synchro-
nization channel.

C. Results of the field test

Measurement results of the field test including the modified
setup using the WSS, clock recovery as well as the deployed
fiber are shown in Fig. 9. The WSS was set up so that Alice
and Bob each receive a bandwidth of 50 GHz of the photon
pair spectrum while Charlie and Diana each receive 25 GHz.
This choice represents a scenario where Alice and Bob re-
quire a higher key rate and therefore obtain a wider part of
the SPDC bandwidth. Note that in order to obtain mean pho-
ton pair numbers per pulse and channel pair µ comparable to

© Google Maps
E. Fitzke et al., PRX Quantum 3 (2022) 020341
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FIG. 8. Deployed standard single mode dark fiber link of Deutsche
Telekom for the field test. The link consists of a looped fiber running
from the Deutsche Telekom facility in Darmstadt to Griesheim and a
parallel fiber running back to Darmstadt. The fiber length is 26.8 km
with a total loss of 6.7 dB. (Google Maps 2021 ©)

tronically. It would allow to define which parts of the spec-
trum are routed to which users, enabling routing and alloca-
tion of bandwidth tailored to the participant’s key demands
and enabling dynamic adaption when the demands change
over time. In order to show that our system can readily be
used with a WSS, we replaced the AWG by a WSS for the
field test.

B. Synchronization by clock recovery

Another challenge is the synchronization of the clocks of
the photon source and the receiver modules when they are
located at distant locations. A variety of approaches exist
to achieve synchronization between distant QKD modules.
For example, synchronization can be achieved via a dedi-
cated synchronization channel. Such a channel can be im-
plemented by employing a separate fiber or by wavelength- or
time-multiplexing of synchronization signals with the photons
used for QKD in the same fiber [56–60]. Another approach is
to rely on stable local clocks and linking them to an external
time reference such as GPS [61–63]. However, this makes the
system prone to Denial-of-Service attacks by an attacker who
has access to the reference signal. All of these approaches
have the disadvantage that they require additional resources
such as a dedicated classical channel or hardware such as GPS
clocks, complicate the setup or reduce the achievable key rate
by using time slots that can therefore not be used for qubit
exchange.

An alternative is to perform clock recovery on the photon
arrival times [64–67]. Clock synchronization between two
distant stations receiving entangled photons has been demon-
strated by evaluating the cross-correlation of detections [68,
69]. Clock recovery based on the arrival times of non-
entangled photons was implemented and named Qubit4Sync
in ref. 64 and applied in a QKD system in ref. 65. Frequency
recovery from photon arrival times for satellites was investi-
gated in ref. 67.

In our system, the time-bin based BBM92 protocol leads to
an arrival time distribution of the photons with the periodicity
of the photon source repetition time (cf. Fig. 3). By analyzing
the photon arrival times, the clock speed of the source can be
retrieved. This approach requires neither additional hardware
nor sacrificing additional qubits for synchronization purposes.

In order to demonstrate QKD with clock recovery, we set
up a separate time tagger for each participant. The time tag-
ger of Diana provides a 10 MHz clock signal to the photon
source so that the clock stability of the source is essentially
that of Diana’s time tagger. The time taggers of Alice, Bob
and Charlie are not connected to any reference clock. For
synchronization between the participants we performed clock
recovery on the time stamps with a self-developed algorithm.
The clock recovery for the participant is completely indepen-
dent of each other and no further data exchange between the
participants is required. Note that employing clock recovery
also lifts the requirement from section III C that the propaga-
tion delay drift due to thermal expansion of the link fiber must
be less than 2.2 ns per run. Drifts of the propagation delay are
compensated along with clock drifts.

The reliability of the clock recovery depends on the in-
trinsic stability of the clocks of the receiver and the pho-
ton source. Clearly, recovering the clock reliably becomes
more challenging for less stable clocks and smaller photon
arrival rates. Consequently, clock recovery is most challeng-
ing for Bob because his transmission link is the longest. Due
to the high losses, Bob only received a mean photon rate of
around 9700 cps. For such low count rates, the clock recov-
ery algorithm occasionally slips by one or multiple time bins
and a sudden increase in the time basis QBER is the conse-
quence. Such an event is automatically detected by our al-
gorithm and the time reference is then recalibrated by cross-
correlation analysis of the current run to re-establish synchro-
nization as it was described in section III C for the initial de-
termination of the time reference t0. A detailed discussion of
our clock recovery algorithm is beyond the scope of this paper
and will be presented elsewhere.

For our synchronization scheme it is neither necessary to
stop data acquisition nor are additional components required.
Thus, by combining clock recovery and the reference agree-
ment on t0 by the initial cross-correlation, the system can be
operated without an additional high-accuracy timing synchro-
nization channel.

C. Results of the field test

Measurement results of the field test including the modified
setup using the WSS, clock recovery as well as the deployed
fiber are shown in Fig. 9. The WSS was set up so that Alice
and Bob each receive a bandwidth of 50 GHz of the photon
pair spectrum while Charlie and Diana each receive 25 GHz.
This choice represents a scenario where Alice and Bob re-
quire a higher key rate and therefore obtain a wider part of
the SPDC bandwidth. Note that in order to obtain mean pho-
ton pair numbers per pulse and channel pair µ comparable to
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FIG. 9. QBER and secure key rate acquired during the field test. A
wavelength-selective switch is employed for demultiplexing of the
SPDC spectrum. Alice is connected via the deployed fiber (26.8 km,
see Fig. 8). The other participants are connected via spooled fiber:
Bob via 81.2 km, Charlie via 9.6 km and Diana via 20.9 km. The
total distance between two users is the sum of the individual link
lengths. Diana’s time tagger is synchronized to the photon source
while for the other participants synchronization is achieved via clock
recovery from the photon arrival times. Black crosses indicate runs
where Bob’s clock recovery failed and the delay to Alice was there-
fore automatically recalibrated via cross-correlation.

the measurements with the 100 GHz AWG, we increased the
SPDC pump power from 30 µW to 90 µW.

It can be seen in Fig. 9 that after the startup phase of approx-
imately 45 min the sifted key rate and QBER are stable over
hours. Disregarding the startup phase, the QBER between
Alice and Bob is with (4.5± 2.0)% slightly higher than the
QBER of (2.6±1.2)% between Charlie and Diana. This is a
consequence of the larger channel width for Alice and Bob re-
sulting in a higher probability for multi-photon pair emission.
A few spikes in the QBER between Charlie and Diana are visi-
ble in the second half of the measurement. They are caused by
phase instabilities which were quickly compensated for by the
automatic phase alignment algorithm. The secure key rate and
standard deviation after the startup phase are (6.3±1.1) bit/s
between Alice and Bob and (102± 8) bit/s between Charlie
and Diana. Over the measurement time of more than 13 h,
only 10 automatic recalibrations of the clock time by cross-
correlation were performed between Alice and Bob and none
for Charlie and Diana. This means that despite of the high
losses in the link to Bob, the clock recovery algorithm slipped
in less than 2 % of the runs, demonstrating its excellent stabil-
ity.

VI. DISCUSSION AND OUTLOOK

Our QKD system proved to be able to distribute quantum
keys between any two pairs of participants simultaneously
without requiring a trusted node. The high stability of the
QBER is reflected in the low standard deviation of the se-
cure key rates. These results demonstrate the stability im-
provement of time-bin entangled protocols versus polarization

based protocols in comparable networks [16]. We attribute
this increased stability to the fact that our protocol is insen-
sitive to environmental effects impairing the polarization sta-
bility of the transmission fiber. For the same reason, we ex-
pect that our system, when used in the field with deployed
fiber, can achieve a stability comparable to the performance
demonstrated with fiber spools. This will enable QKD even
in challenging environmental conditions, such as transmission
via aerial fiber or through densely populated urban areas. In a
field test with Alice connected to more than 26 km of deployed
fiber and Bob connected to more than 81 km of spooled fiber,
we have verified that the QBER indeed exhibits excellent sta-
bility even for a total fiber length between the users of 108 km.

We demonstrated wavelength demultiplexing with an
arrayed-waveguide grating (AWG) and with a wavelength-
selective switch (WSS). The WSS will enable dynamical
bandwidth allocation for the participants based on the key de-
mands in the network. We showed that we can reduce the
channel widths at least down to 25 GHz with the WSS and
that we can route different bandwidths to different pairs of
participants. We showed that as an alternative to the WSS, an
arrayed-waveguide grating with 100 GHz channel spacing can
be used to connect 34 participants in 17 pairs. However this
AWG only uses a span of 3.4 THz the SPDC spectrum.

If the full width of our C-band filter was used, QKD would
be possible for ITU channels 8 to 59. Thus, up to 102 partic-
ipants could be connected to our photon source for simulta-
neous pairwise key exchange with a suitable 50 GHz demul-
tiplexer. AWGs with 50 GHz channel spacing are commer-
cially available and even lower channel width and thus higher
numbers of participants would be possible with a wavelength-
selective switch, given it has sufficiently many output ports.

We demonstrated timing synchronization solely based on
the evaluation of the photon cross-correlation and local clock
recovery at the receivers. In order to operate the network with
remote participants (Alice and Bob, for example) all they have
to do is to reset the clocks of their time taggers roughly at
the same time. We evaluated the cross-correlation in a range
of ±2.5ms which was enough to cover all optical and elec-
tronic delays between participants in our setup. However,
given sufficient computing power, the cross-correlation could
be evaluated in the range of seconds. Alice and Bob would
then only need to agree on the starting time with a precision
of milliseconds to seconds which can be easily achieved for
example via classical network communication and the NTP
protocol [70]. Alice then sends the time stamps of all her de-
tection events in the first run to Bob, who calculates the cross-
correlation with his detected events and deduces the time shift
between his clock and Alice’s. The time stamps of the first
block are then discarded. All clock drifts are determined lo-
cally by Alice and Bob solely based on their own detection
events. High-precision clocks or synchronization signals are
not required with our scheme. Especially, the classical chan-
nel is not timing critical and could instead be realized e.g. via
regular communication over the internet.

Clock recovery is one of our measures to make the receiver
modules simpler and cheaper. Due to the chosen QKD pro-
tocol itself, the modules do not comprise active components

Voll automatisiert 

Auto-Kalibration 

WSS mit variabler Bandbreite 

Full Clock Recovery

Initialisierung (≈ 45 min)

Alice / Bob Charlie / Diana

WSS channel width 50 GHz 25 GHz

<secure key rate> (6.3 ± 1.1) bits/s (102 ± 8) bits/s

QBER (4.5 ± 2.0) % (2.6 ± 1.2) %
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Allgemeines zur Bachelorthesis

Welche Fähigkeiten sollen Sie erwerben/demonstrieren? 

Einarbeiten in eine Thematik 

Grundzüge des wissenschaftlichen Arbeitens 

Zusammenfassende Arbeit 

Vortrag 

Was ist der zeitliche Verlauf? 

Einarbeitung:	 	 3-4 Wochen 

Ausführung: 	 	 4-7 Wochen 

schriftl. Ausarbeitung: 	 2-4 Wochen. 

Wann muss ich mich darum kümmern? 

Rechtzeitig (3-4 Monate vorher) 

Wie umfangreich sollte die schriftliche Ausarbeitung sein? 

20 bis 40 Seiten.
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Bachelor Theses: 153 
Master Theses/Diplomarbeiten: 133

• Fangen und Kühlen 
• Frequenzüberhöhungsresonatoren zur SHG/SFG von 1014.6 nm Strahlung 

• Quantenkryptografie 
• Photonenkorrelationen in der spontanen Parametrischen Konversion 
• Charakterisierung des Systems zur Quantenschlüsselverteilung in einem Feldtest 
• Charakterisierung der Effizienz und des Jitters von Einzelphotonendetektoren mittels POVMs 

• Brillouin Streuung 
• Messung der Linienbreite der Brillouinspektra als Funktion der Temperatur 
• Konstruktion eines Spiegelteleskops für das Brillouin Projekt 

• Laserentwicklung 
• Laserstabilisierung mittels eines Fabry-Perot Etalons 
• Halbleiterlaser zum Injection Seeding eines gepulsten Ti:Saphir-Lasers 
• Aufbau von Diodenlasern mit externen Resonatoren 
• Aufbau von Faserverstärkern 
• Aufbau von SHG mit Überhöhungsresonatoren 

• Externe Bachelorarbeiten
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Unser Team (Aufnahme Sommer 2019)

http://www.iap.tu-darmstadt.de/lqo
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Projekte

38

Brillouin-LIDAR

3.2. Die Puffergaszelle

Abbildung 3.2.: 3D - Zeichnung der Puffergaszelle mit Unterteilung in die einzelnen Sektionen. Zwi-
schen der optischen und den CF-200 Sektionen ist jeweils ein Isolator zur elektrischen
Trennung der einzelnen Komponenten installiert.
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Resonanzionisationsspektroskopie 
an schweren Elementen

Lasersysteme zum Kühlen von 
relativistischen Ionenstrahlen
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Triplettsolvatationsdynamik

Fangen und Kühlen von 
neutralem Quecksilber 

(Photo-Assoziation, EPR 
Experiment)

Lasing without Inversion

QKD 


